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A Guide to Understanding and Complying with the GDPR 

DISCLAIMER: This information is not intended to be a comprehensive

and definitive guide on the GDPR, or legal advice for your company to

use in complying with the GDPR. Instead, it provides background 
information to help you better understand some of the implications this 
legislation has for consultation processes. This information is not the 
same as legal advice, where an attorney applies the law to your specific 
circumstances, so please consult an attorney if you’d like advice on your 
interpretation of this information or its accuracy. In a nutshell, you may 
not rely on this information as legal advice, nor as a recommendation of 
any particular legal understanding. 
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Overview of 
the GDPR 

The General Data Protection Regulation sets new
standards for the collection, storage and use of
Personal data for all organisations doing
business with EU citizens. 
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The GDPR refers to the term “personal data” to discuss information about

individuals. There are two types of personal data and they cover different

categories of information: 
Personal data can be anything that allows a natural person to be directly or 
indirectly identified. This may be a name, an address, or even an IP address. It 
includes automated personal data and can also encompass pseudonymised data if 
a person can be identified from it. 
GDPR calls sensitive personal data as being in 'special categories' of information. 
These include trade union membership, religious beliefs, political opinions, racial 
information, and sexual orientation. 

Both personal data and sensitive personal data are covered by GDPR. 
• Personal data, a complex category of information, broadly means a piece of 
information that can be used to identify a person. This can be a name, 
address, IP address... you name it. 
• Sensitive personal data encompasses genetic data, information about 
religious and political views, sexual orientation, and more. 
These definitions are largely the same as those within current data protection 
laws and can relate to information that is collected through automated processes. 
Where GDPR differentiates from current data protection laws is that 
pseudonymised personal data can fall under the law – if it's possible that a person 
could be identified by a pseudonym. 

On 25 May 20218, the General Data Protection 
Regulation (GDPR) will replace the Data Protection Directive

as the new global standard on data privacy for all government

agencies and organizations that do business with European

Union (EU) citizens. When it does, all organizations that

control, maintain, or process information involving EU citizens

will be required to comply with strict new rules regarding the

protection of personal customer data. 

https://gdpr-info.eu/art-4-gdpr/
https://gdpr-info.eu/art-4-gdpr/
https://gdpr-info.eu/art-4-gdpr/
https://gdpr-info.eu/art-4-gdpr/
https://gdpr-info.eu/art-4-gdpr/
https://gdpr.eu/
https://gdpr.eu/
https://gdpr.eu/
https://gdpr.eu/
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Key Clauses

& their 
Implications 

A look at some of the key clauses in the GDPR and

what implications they have within a Public

Consultation context. 
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Lawful basis of 
processing 
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Consent 



 

Withdrawal of consent 

A Guide to Understanding and Complying with the GDPR 

10 



A Guide to Understanding and Complying with the GDPR 

11 

Data handling 
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Security Measures 
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Tips for
Consultors –to
ensure your
processes are 
compliant 

What measures can you as a Consultor take to

ensure that your processes and systems are

compliant with each of the requirements of the

GDPR? 
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Who is responsible? 
The GDPR also specifies different responsibilities for the
different types of entities that handle personal data – the
controllers and processors. Here’s what they mean: 
CONTROLLER (THAT’S YOU, THE CLIENT) 

A controller is an entity that decides the purpose and manner
that personal data is used, or will be used 
PROCESSOR (THAT’S US – DARZIN SOFTWARE) 
The person or group that processes the data on behalf of the 
controller. Processing is obtaining, recording, adapting or 
holding personal data 



A Guide to Understanding and Complying with the GDPR 

15 



A Guide to Understanding and Complying with the GDPR 

16 



A Guide to Understanding and Complying with the GDPR 

17 



A Guide to Understanding and Complying with the GDPR 

18 



A Guide to Understanding and Complying with the GDPR 

19 



A Guide to Understanding and Complying with the GDPR 

20 



A Guide to Understanding and Complying with the GDPR 

21 



A Guide to Understanding and Complying with the GDPR 

22 



A Guide to Understanding and Complying with the GDPR 

23 



A Guide to Understanding and Complying with the GDPR 

 

RIGHT 

 

Data Security 
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REQUIREMENT


SUGGESTED 
APPROACH 

DESIGN 
CONSIDERATIONS 

IMPLICATIONS FOR 
CONSULTATION 

Personal data shall be processed in a manner that ensures

appropriate security of personal data, including protect

against unauthorised or unlawful processing and against

accidental loss, destruction or damage, using appropriate

technical or organisational measures. 

System safeguards and security policies/engineering 
standards. 

Look at standards such as ISO 27001:2013 compliance. 
(Note: Darzin data centres are fully compliant) 

Think about multi-factor authentication for online data 
and end to end encryption of online submissions. 
Consultors may wish to get assurances from service 
providers about their security arrangements and/or 
evidence of adequate conformance or testing - such as 
penetration testing. 
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Readiness
Checklists 

How well prepared are you for the 25th of May when

the GDPR comes into effect? Use these handy

checklists as a guide for reviewing your data, your

systems and procedures. 
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Checklist – Part A 
❑ 

❑ 

❑

 

❑

❑

❑ 

❑

 

❑

 

Have you identified all locations where you are storing and using

Private information? (Remember the GDPR applies to existing

data as well.) 
Is the legitimate purpose and consent for the existing data 
clearly identified and documented? 
Is your existing data stored with adequate security of storage 
(encrypted at rest and in transit), security of access, monitoring 
and transparent tracking of where the data is used? 
How quickly and accurately could you comply with a request for 
deletion of a Stakeholder’s record, or for modification of a 
record? 
Are you able to provide a stakeholder with full details of all the 
information you have stored on them and all the areas in which 
their information has been used? This could be across multiple 
consultations if you have shared the list with others in your 
organisation. 
Have you updated your Privacy and data retention policies to 
ensure they are GDPR compliant? 
Have you updated all your data forms to provide granular 
consent requests? 
Have you identified all areas where data is treated as 
pseudonymised but as a result of other stakeholder lists it may 
actually be possible to identify the stakeholder? Has this been 
rectified? 
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Checklist – Part B 
❑ 
❑

 
❑

 
❑

 

❑

❑

❑

How much control do you have over access to personal and
sensitive data (e.g., physical, remote, etc.)? 
For which types of data can you apply your control policies? 
If a data breach occurred, how would your organization be able
to respond? 
❑
 Do you have a process in place to notify data subjects? 
❑

 Could you notify them within 72 hours? 
How often does your organization test the effectiveness of 
technical measures and processes for ensuring security of data 
processing? 
How much of your data currently resides in the cloud? 

Does your organization have sufficient technical measures and
processes in place to secure personal and sensitive data? 
Are your data collection, data processing, and supporting 
technologies built to include privacy and protection principles? 
How much of your personal and sensitive data is currently 
encrypted both at rest and in transit? 
How would you describe your organization’s process for 
classifying and labelling end user sensitive data? Is it automated 
or manual? 
What data protection policies do you use to classify and label 
sensitive data? 

•
•
•
• 
• 

Encryption 
Rights restrictions

Visual markings

Restricted access 
End user notifications 

❑

❑

❑
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Getting Help 
Having a robust Stakeholder Management System like Darzin for

managing your stakeholder lists can go a long way towards helping you

get GDPR compliant. 

As Data Processors, Darzin takes responsibility for ensuring that the data 
is stored in secure ways, it is encrypted at rest and in transit, tracked, and 
more. 

Darzin also gives you the ability to 
• Manage the consent for each stakeholder, at a granular level 
• Control - restrict access to records where necessary 
• Transparency of tracking how and where a stakeholder’s information 
has been used 
• Easy way to create a report on all data that is help on a Stakeholder 
• Easy ability to provide the data in a structure, machine-readable 

format through the easy import and export of Stakeholder details 
• Full audit tracking 
• Protection of the data from accidental loss, damage or destruction 
• Secure storage and transit of data, within UK/EU boundaries 

If you’d like to learn more about how Darzin can help you get compliant 
with the GDPR requirements, please do get in touch with us at 
info@Darzin.com. We’re not legal experts in this but we do understand 
consultation and data protection….and we will do our best to help you! 

www.Darzin.com 
+44 20 87206580 +612 94117400 

71-75 Shelton Street, Covent Garden, London WC2H 9JQ 

mailto:info@Darzin.com
mailto:info@Darzin.com
mailto:info@Darzin.com
http://www.darzin.com/
http://www.darzin.com/
http://www.darzin.com/
http://www.darzin.com/
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All rights reserved 

The findings, interpretations, views and conclusions expressed in this 
document are those of the author based on their personal 
observations and experience. Neither the author or publisher assume 
any liability whatsoever for the use of or inability to use any or all 
information contained in this publication. Use this information at your 
own risk. 
Rights and Permissions 
Content of this document may be used freely and copied into other 
formats without prior permission provided that clear attribution is 
given to the original source. 


